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STRENGTHENING CYBERSECURITY IS KEY FOR VARIOUS REASONS

Increase in geopolitical risk

Technological innovation
(AI, cloud)

Growing interconnectedness

Rise in cyber 
incidents

AND THIS IS ESPECIALLY RELEVANT IN THE FINANCIAL SECTOR

The financial sector provides 
critical services

The sector is an early adopter 
of technology

The sector is particularly highly 
interconnected
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A CENTRAL BANK’S APPROACH TO CYBERSECURITY: THREE DIMENSIONS

The economy overall

The financial sector

The central bank
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ECONOMIC ANALYSIS FINANCIAL STABILITY

BANKING SUPERVISION 

FINANCIAL STABILITYFINANCIAL REGULATION

OPERATIONAL RESILIENCE

WHERE IT IMPACTS THE CENTRAL BANK 
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1. THE ECONOMY: CYBERSECURITY RANGES FROM PREVENTION TO 
THE RESPONSE TO CYBERATTACKS 

PREVENTION

REGULACIÓN 

Investment in cybersecurity, the stimulus for SMEs is particularly important

Training, in particular targeting young people and the elderly

RESPONSE

REGULACIÓN 
An agile response mitigates the effects, reduces the operational risks and 

limits contagion

Talent: cybersecurity specialisation and training 
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2. ALMOST ONE IN FIVE CYBERATTACKS TARGETS THE 
FINANCIAL SECTOR

Manufacturing
25,70%

Financial
18,20%Services, 

consumption
15,40%

Energy
11,10%

Retail/wholesale 
trade

10,70%

Health
6,30%

Government
4,30%

Transportation
4,30%

Education
2,80%

Communication
1,20%

SECTORAL DISTRIBUTION OF CYBERATTACKS 
Cyberattacks recorded around the world in 2023
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Cyberattacks recorded around the world. 2017-2024

Source: IBM (Cost of a Data Breach Report 2024). Source: Verizon (2024 Data Breach Investigations Report).
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2. CYBER RISKS ARE PERCEIVED AS A ROOT CAUSE OF OPERATIONAL 
COSTS AT BANKS

Source: EBA.

* The data reflect the frequency of different technological factors in banks’ responses to a survey on the three main drivers of operational risk. The 
responses depicted in this chart omit non-technological drivers.

Financial 
institutions 

perceive cyber 
risks as the most 

important  
technological  

factor for  
operational risk 

OPERATIONAL RISKS AS SEEN BY BANKS
Percentage of responses to a multiple-choice survey*   
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2. THE FINANCIAL SECTOR HAS THE HIGHEST LEVELS OF MATURITY AND 
INVESTMENT IN CYBERSECURITY

89
78

74
67 66

Financiero Comercio Industrial Energia Servicios

Source: Wavestone 2024 CyberBenchmark. 
Based on a survey on 16 criteria: governance, data protection, incident detection, 
operational security, cloud security and third-party management.

FIRMS’ LEVEL OF MATURITY, BY SECTOR
Cybersecurity maturity index, on a scale of 1 to 100

4,6%

5,5%

6,5%

7,5%

7,8%

Energia

Comercio

Industrial

Servicios

Financiero

INVESTMENT IN CYBERSECURITY
Percentage of the total budget of firms dedicated to 
cybersecurity, by sector

Financial

Financial

Retail

Retail

Industry Energy Services

Services

Industry

Energy
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2. THE CYBERSECURITY BUDGET IN THE FINANCIAL SECTOR

Technological transformation is the biggest driver of cybersecurity in the financial sector

The increase in regulatory requirements forces greater investment

Cybersecurity is becoming more and more strategically important in the banking business

The public feels confident banking online (84%)

Traditional banks inspire the most confidence in users: average confidence score of 7.5

Source: CECA (2024 Survey on Cybersecurity and Digital Habits).

More focus placed on cyber risks in earnings reports
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2. ON THE REGULATORY FRONT, THE BANCO DE ESPAÑA WILL BE RESPONSIBLE 
FOR IMPLEMENTING DORA

REGULATION 

REGULACIÓN 

DORA: Digital Operational 
Resilience Act

Entry into force in January 2025

ICT risk management
Incident management, 

classification and reporting
Digital operational 
resilience testing

ICT third-party risk management

Cybersecurity Third-party management Business continuity

FOCAL POINTS

REQUIREMENTS FOR BANKS
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2. CYBERATTACKS CAN IMPACT FINANCIAL STABILITY 

FINANCIAL STABILITY 

Data integrity or 
confidentiality compromised

Data or systems unavailable 

Consequences of a cyber incident 
in the financial sector 

Loss of confidence

Problems in critical services 
as technology providers

Interconnectedness
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Deposit outflow

Asset price volatility, halt to 
trading

Difficulty accessing financing

Disruption to payment 
services

Disruption to critical 
infrastructure, such as IT 

infrastructure

Transmission channels
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Liquidity or credit problems 

Impact on 
financial 
stability 
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2. IN THE FINANCIAL STABILITY DOMAIN, COORDINATION AND 
COMMUNICATION AMONG AUTHORITIES ARE KEY

FINANCIAL STABILITY

In 2022 the European 
Systemic Risk Board 

recommended the creation 
of a pan-European systemic 
cyber incident coordination 

framework for relevant 
authorities, the EU-SCICF

Crisis communication and coordination frameworks

EU-SCICF

European cyber 
frameworks
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2. IN BANKING SUPERVISION, IN ADDITION TO REGULAR MONITORING, STRESS 
TESTS AND CYBERSECURITY EXERCISES ARE CONDUCTED WITH BANKS

BANKING SUPERVISION 

REGULACIÓN 

Stress testTIBER-ES exercises

Aim 
Assess the digital operational resilience of European 

significant institutions to a severe but plausible 
cybersecurity incident

Conducted in 2024
Exercise coordinated by the ECB in collaboration with 

the national authorities. 109 banks tested.

Observations/improvements
• Continue improving business continuity,

communication and recovery plans, which should
consider a wide enough range of cyber risk scenarios

• Assess external providers and estimate losses from a
cyberattack

December 2020

The Banco de España adopts TIBER-EU under the 
national framework TIBER-ES

Aim

Improve the cyber resilience of financial institutions and 
financial market infrastructures (FMIs) operating in 

Spain, by conducting advanced tests

Voluntary exercises viewed highly favourably by 
banks
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Tools
Eurosystem cyber resilience strategy

Stress tests

2. THE SMOOTH FUNCTIONING OF PAYMENT SYSTEMS ALSO 
NEEDS TO BE STRENGTHENED 

PAYMENT SYSTEMS

Payment systems / FMIs

Strategic dialogue 
Industry and central bank

Constant updates

Cyber resilience surveys + 
oversight expectations (CROE)

THE BANCO DE ESPAÑA PROMOTES THE CYBER RESILIENCE OF PAYMENT SYSTEMS

1. OVERSIGHT

2. SUPPORT

TIBER exercises

Sectoral and ICT 
provider mapping

Euro Cyber Resilience Board

Sector as a whole

3. SUPERVISION

The Banco de España is the 
supervisory authority 
(RDL 8/2023, Article 4)

Chapter II of DORA

Payment chain actors

Review, training and 
awareness-raising
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3. THE BANCO DE ESPAÑA, LIKE OTHER CENTRAL BANKS, FACES IMPORTANT 
CYBERSECURITY CHALLENGES

Achieving high levels of cybersecurity and operational continuity combined with 
high levels of usability and agility in the use of data

Striking a balance between privacy and agility in the shift towards using the 
cloud; a hybrid cloud strategy therefore appears to be the best option

Combining information security with the ability to innovate in the development of 
new technologies such as AI

1

2

3

CONFIDENTIALITY
OPERATIONAL 
CONTINUITY

AVAILABILTY AND 
USABILITY

INNOVATION

BALANCE BETWEEN VARIOUS ASPECTS
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Cooperation with law 
enforcement agencies

The financial sector’s 
response centre

3. THE BANCO DE ESPAÑA IS A CRITICAL CYBERSECURITY 
INFRASTRUCTURE 

The Banco de España’s
response centre

Coordination and information sharing with 
the security operations centres of other 

institutions 

Definition of critical 
institution
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3. TECHNOLOGY AND CAPABILITIES AT THE BANCO DE ESPAÑA HAVE BEEN 
ADAPTED TO THE NEW CYBERSECURITY NEEDS 

INFORMATION
SECURITY

UNIT
Unit created to manage and 

operate IT security, policy 
management and risk analysis 

technology

INFORMATION
PROTECTION

UNIT
Creation of a specific unit to 
define policies, manage risk 

and raise awareness

FIRST STRATEGIC CYBERSECURITY 
FRAMEWORK

Definition and creation of a 
specific framework for improving 

cybersecurity. Provision of 
technology, processes and staff. 

SECOND STRATEGIC 
CYBERSECURITY 

FRAMEWORK
Updated cybersecurity 
strategy to cover new 

technologies and threats 

THIRD 
CYBERSECURITY 

STRATEGY

CSIRT / SOC
Establishment of a 
dedicated security 
operations centre.

Integrated and coordinated 
with other central banks. 
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3. THE CYBERSECURITY GOVERNANCE MODEL ALLOWS FOR PREVENTION 
AND AN AGILE RESPONSE, WITH DECISION-MAKING ESCALATED RAPIDLY

CYBERSECURITY GOVERNANCE MODEL AT THE BANCO DE ESPAÑA 

Risk escalationRisk management methodology

Regulatory compliance

Reporting model
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Three lines of defence model Group and committee structure

Constant coordination between 
information security, physical 
security and operational risk 

groups and committees

3

Pleas
e 

insert 
your 
text

1

2

Cybersecurity 
Unit Business

Internal
Audit

Infrastructures and
Cybersecurity Division

Risks and 
Information 

Security Unit
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3. TRAINING AND PREVENTION ARE CORNERSTONES OF THE 
CYBERSECURITY STRATEGY

Performance of periodic simulation exercises 

Training for staff and the general public

Cooperation with INCIBE and ENISA to raise awareness

1

2

3

CYBERSECURITY AWARENESS-RAISING AT THE BANCO DE ESPAÑA
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CONCLUSIONS 

Strengthening cybersecurity along three lines of approach is essential

Promoting investment in cybersecurity and training cybersecurity specialists

Reinforcing coordination and cooperation, sharing information and adopting 
governance models that enable swift and effective escalation of decision-

making. This is crucial in a highly interconnected financial sector

Conducting stress tests and specific exercises, focused on operational 
continuity, to be well prepared 

1

2

3
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Thank you for your attention

PÚBLICO
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