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ECB announces independent review of
payments system outage

e Independent review to be launched on payments infrastructure
e TARGET2 incident on 23 October 2020 caused outage lasting almost 10 hours

¢ Findings of the review to be published by the second quarter of 2021

The European Central Bank (ECB) will launch an independent review of an incident that affected its
real-time gross settlement system TARGET2 on 23 October 2020, causing an outage for almost 10
hours. An initial investigation determined that a software defect in a network device was the specific
technical cause of the incident. The independent review will also take into account other incidents
that affected TARGET Services during 2020, including those affecting directly and indirectly TARGET2
Securities (T2S), the securities settlement platform operated by the Eurosystem.

The independent review will allow the Eurosystem to draw lessons from the incidents and address
them. It will look into the robustness of the business continuity model, the adequacy of the regular
recovery tests, the efficiency of the change management procedures and the communication
protocols.

The main findings of the review will be shared with market participants and made public by the
second quarter of 2021.

The Eurosystem is committed to identifying lessons learned from the recent incidents in full
transparency and taking action accordingly in order to continue providing highly efficient and reliable
financial market infrastructures to European agents.

TARGET?2 is the leading European platform for processing large-value payments. It is owned and
operated by the Eurosystem, which comprises the ECB and the 19 national central banks of the euro
area. Central banks and commercial banks can submit payment orders in euro to TARGET2, where
they are processed and settled in central bank money, i.e. money held in an account with a central
bank. TARGET2 settles payments related to the Eurosystem’s monetary policy operations, as well as
bank-to-bank and commercial transactions.
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T2S is a platform managed by the Eurosystem that offers harmonised and centralised settlement of
securities in central bank money. Currently 20 countries across Europe use T2S.

For media queries, please contact Alexandrine Bouilhet, tel.: +49 172 174 93 66.

Notes:

e Whatis TARGET2?

e Communication on incident of 23 October 2020

European Central Bank

Directorate General Communications, Global Media Relations Division
Sonnemannstrasse 20, 60314 Frankfurt am Main, Germany

Tel.: +49 69 1344 7455, email: media@ecb.europa.eu, website: www.ecb.europa.eu

Reproduction is permitted provided that the source is acknowledged.


mailto:media@ecb.europa.eu
http://www.ecb.europa.eu/
https://www.ecb.europa.eu/paym/target/target2/html/index.en.html
https://www.ecb.europa.eu/paym/target/target2/shared/pdf/Communication_on_TARGET_incident_20201023_update.pdf

